From: ICO Casework <icocasework@ico.org.uk>
Sent: 24 March 2022 17:01

To:

Subject: ICO Decision - 1C-159423-N9G8

Reference Number IC-159423-N9G8

I am writing further to your personal data breach report of 4 March 2022 regarding
the student who accessed a Webinar using an app via mobile and that names and
email addresses were visible.

Thank you for the information you have provided.
Data security requirements

You are required to have appropriate technical and organisational measures in place
to ensure the security of personal data.

Our Decision

We have considered the information you have provided and we have decided that no
further action by the ICO is necessary on this occasion. This decision is based on the
information we have recorded about the breach.

The reasons for our decision are as follows:

-Belfast Recovery College blind carbon copies all students in courses. This action took
place for this course to protect confidentiality.

-It was discovered for the first time that names and emails appeared to be visible
using an app via their mobile but when a PC or laptop is used this appears not to be
the case.

-Action was taken by the team leader on the date of the discovery of the breach
which included investigating the incident and contacting the IT department for advice.

-The staff member had received data protection training in the last two years.

-Since the breach Webinars have been temporarily postponed until the IT department
can resolve the issue. You will also be giving refresher training for staff on Microsoft
Teams and your Standard Operating Procedures will be reviewed and revised to
ensure student confidentiality. A cycle of audits will be established on completion of
this.



However, we recommend that you investigate the root causes of this incident to
ensure that you understand how and why it occurred, and what steps you need to
take to prevent it from happening again.

In particular, we recommend that you consider:

-Ensuring the verification and checking measures you have in place are
sufficiently robust in order to mitigate a future occurrence.

-When introducing any changes to your systems, robust penetration and security
testing should be carried out prior to going live, to ensure that the system is fit for
purpose.

-Ensuring that periodic further checks and reviews are made to maintain the
effectiveness and confidentiality of the system.

The ICO recognises the unprecedented challenges many organisations are facing
during the Coronavirus (COVID-19) pandemic, and are reflecting this in our
processes. We understand that in some cases, resources might be diverted away
from usual compliance or information governance work. We fully understand this may
lead to a delay in your investigation being completed and implementation of the
recommendations listed. Therefore, we ask you to complete them as soon as you are
able to, as this will help to protect the personal data you hold from similar
occurrences in future.

Please note that we may make additional enquiries if we become aware of new
information which affects the circumstances of this case.

Please also note that as a result of a breach an organisation may experience a higher
volume of complaints and information rights requests. You should not refer them to
the ICO as a matter of course, and it is important that you deal with these, alongside
the other work that has been generated as a result of the breach.

Thank you for reporting the incident. Further information and guidance relating to
data security is available on our website.

We now consider the matter to be closed.

Yours sincerely

Simon Andrews
Lead Case Officer
0330 414 6498

Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF
T. 0303 123 1113 jco.org.uk twitter.com/iconews
Please consider the environment before printing this email
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