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Medical Image Anonymization

1. What protocols and guidelines are in place for anonymising medical
images?

Staff in the Medical Photography Service do not routinely anonymise medical
images, unless they are being sent out electronically to a healthcare professional.

As per the Trust policy Photography, digital and video imaging of Service
Users: Consent and Confidentiality, Copyright and Storage, the use of
medical images is restricted only to the consent level agreed with the patient,
therefore there is no need for anonymization. The policy states that ‘Blacking out
of the eyes is not an acceptable means of providing anonymity’.

The requesting clinician when discussing the need for photography with the patient
obtains informed consent.

Patient consent can be obtained at four levels:

Record only

Teaching, examination & other educational purposes
Publication in printed materials

Publication on the internet for educational purposes.

PwpnPR

If the clinician wishes to use the images at a later time, for a purpose not originally
agreed or discussed with the patient, they must seek amended consent from the
patient or a representative.

Any medical images sent out electronically from Medical Illustration to clinicians
are anonymised in the following format and example:

23 02210 -1-012 345 6789
These numbers represent Job No - Image No - H&C No

2. How are these protocols and guidelines applied for research?

The Trust policy refers to the guidance for doctors from the General Medical
Council document, Making and using visual and audio recordings of patients,
GMC, April 2011.

This document states that Doctors are under both ethical and legal duties to
protect patient’s personal information from improper disclosure (GMC) but goes
on to discuss procedures where separate consent for imaging is not required and
the potential for using anonymised medical images .
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Recordings for which separate consent is not required

Consent to make the recordings listed below will be implicit in the consent given
to the investigation or treatment, and does not need to be obtained separately.

« Images of internal organs or structures
« Images of pathology slides

o Laparoscopic and endoscopic images
e Recordings of organ functions

« Ultrasound images

o X-rays

When seeking consent to treatment or any other procedure that involves making
one of the recordings listed in paragraph 10 you should, where practicable, explain
that such a recording will be made and could be used in anonymised form for
secondary purposes, including in the public domain.

You may disclose or use any of the recordings listed in paragraph 10 for secondary
purposes without seeking consent provided that, before use, the recordings are
anonymised; for example, by the removal or coding of any identifying marks such
as writing in the margins of an X-ray (paragraph 17). Further advice on
anonymising information is available from the Information Commissioner’s Office.

You may disclose anonymised or coded recordings for use in research, teaching
or training, or other healthcare-related purposes without consent. In deciding
whether a recording is anonymised, you should bear in mind that apparently
insignificant details might still be capable of identifying the patient. You should be
particularly careful about the anonymity of such recordings before using or
publishing them without consent in journals and other learning materials, whether
they are printed or in an electronic format. (GMC)

Research limited to secondary use of information previously collected in the
course of normal care (without an intention to use it for research at the time of
collection) is generally excluded from Research Ethics Committee review and
consent is not required for its use, provided that the patients or service users are
not identifiable to the research team in carrying out the research. This exception
also applies to research undertaken by staff within a care team using information
previously collected in the course of care for their own patients, provided that
data is anonymised or pseudonymised in conducting the research.

When the use of images is part of a wider research project or they are being
captured as part of an investigation or treatment specifically for the purposes of
research, this is defined in the research protocol. The study, any required
investigation or treatment and sharing of information would be explained to
potential participants in the Participant Information Sheet for the study and their
written informed consent obtained on this basis.
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3. What training and support is provided to staff who are responsible for
anonymising medical images?

All Medical lllustration staff are provided with a local induction and orientation
when taking up a post within the Medical Photography Service. Staff are also
made aware of the Trust policy on Photography, digital and video imaging of
Service Users: Consent and Confidentiality, Copyright and Storage. Where
a staff member is unclear regarding their responsibilities they seek the advice of
their line manager for explanation and clarity.
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