




Much of this information will have been collected previously (and managed in legacy 
systems and paper records). 
2. How will it be collected? 

Data will be collected through a range of methods: 
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The collected data will be used and processed for multiple purposes currently: 

Direct Care: To provide safe, high-quality, and effective care across all HSCNI 
facilities. This includes real-time access to patient / service user records for 
healthcare professionals 

Staff and Affiliate staff data: To facilitate training, identification of super-users and 
provisioning will inform Role Based Access Control (RBAC) and legitimate 
relationships to access records. 

Reporting: 

For operational reporting 
and for 

statutory, regulatory and performance reporting returns 
reporting capabilities are accessible to select users only via RBAC. 

For Compliance: to ensure compliance with statutory obligations e.g. to ensure safe, 
high-quality, and effective care across HSCNI. 

Notwithstanding the above, for the purposes of clarity, the use of the encompass system is 
for direct care and the data extracted from encompass is being used for reporting purposes. 

pose, and not 

Support Arrangements: to support authorised users (ahead of go live, and 
throughout ongoing operation) 

o 
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In addition to the data processors listed in above 

Sub-Processors 
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If NO, in the absence of a contract what agreement will be in place? 
e.g. Data Sharing Agreement, Data Access Agreement, Memorandum of Understanding 
Please provide details below: 

All HSC organisations using encompass have in place: 
Direct Care MOU (2022) 
Records Management Policy 
Data Protection Policy 

All 3rd party Technical and Infrastructure service providers 
have contracts in place in line with data protection and privacy elements. All pertinent 
mitigations in step 11 have been passed on to the appropriate contract owner and are 
being cross referenced against the contracts to establish if there are any areas of risk. 
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Appendix B 
Access to the data is strictly controlled and limited to: 

HSCNI Staff: Healthcare professionals and administrative staff who require access 
to perform their job roles. Access will be role-based and proportionate to the 
responsibilities of the staff member. 

Third Parties: Such as suppliers and support organisations. Data sharing 
agreements need to remain current to ensure compliance with data protection laws. 

Affiliate Staff: Authorised personnel from provider, , relevant regulators, regional 
bodies and independent and private non-HSCNI healthcare providers, such as GP 
Practices, hospices, SPPG, PHA, DoH and RQIA to ensure delivery of care and 
compliance with reporting and statutory obligations. 

Access to records, features and data items are secured 
through RBAC Role Based Access 

Control). 

This appendix describes the scenarios identified during the implementation of HSC 
encompass/Epic that require patient confidentiality considerations beyond the usual user 
security and access settings expected of an electronic health and social care record 
(EHCR). 

It also describes the Epic tools and functionality that allow sensitive patient information to be 
protected, and how these are applied to the scenarios identified. 

The work is underpinned by several fundamental principles. 

The Health and Social Care Record is confidential, and this is applicable to all 

All staff are bound by UK statute and local policy on confidentiality 

Processes for the management of confidentiality will be straight forward and not open 
to interpretation 

Where possible the eDG seeks to improve on and not 

complicate workflows 

Where possible the eDG will identify best practice in other Trusts as guidance 
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There are a range of privacy controls, tools and features in place as outlined below. Staff are 
provided training in these areas, and additional assistive material 
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Appendix 1 - Data Protection Principles 

The data protection principles are contained in the UK GDPR and require that 
personal information must be: 

a) Processed lawfully, fairly and in a transparent manner in relation to the 
data subject - (Lawfulness, Fairness and transparency). There must be valid 

personal data and you must not do anything with the data in breach of any other 
laws. Personal data must be processed in a way that is fair and not unduly 
detrimental, unexpected or misleading to the individuals concerned. You must 
be clear, open and honest with people from the start about how you will use 
their personal data. 

b) Collected for specified, explicit and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes. (Purpose 
limitation) 

c) Adequate, relevant and limited to what is necessary in relation to the 
purposes for which they are processed - (data minimisation) 

d) Accurate and, where necessary, kept up to date; every reasonable step 
must be taken to ensure that personal data that are inaccurate, having regard 
to the purposes for which they are processed, are erased or rectified without 
delay (Accuracy) 

e) Kept in a form which permits identification of data subjects for no 
longer than is necessary for the purposes for which the personal data are 
processed (Storage Limitation) 

f) Processed in a manner that ensures appropriate security of the 
personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures - (Integrity and 
Confidentiality) 

In accordance with Article 5(2) of the UK GDPR the data controller shall be 
responsible for, and through its policies, procedures and protocols will 
demonstrate compliance with the Data Protection Principles listed above 
(overarching principle of Accountability). 
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Appendix 2 Lawful Basis for processing Personal Information and 
Special Category Information 

You must have a valid lawful basis in order to process personal data in 
compliance with Article 6 of UK GDPR. 

If you are processing special category data*, you also need to identify a further 
special category condition in compliance with Article 9 of UK GDPR. 

You should document your lawful basis for processing and your special category 
condition so that you can demonstrate compliance and accountability 

The lawful bases for processing are set out in Article 6 of the UK GDPR. At least 
one of these must apply whenever you process personal data: 

(a) Consent: the individual has given clear consent for you to process their 
personal data for a specific purpose. 

(b) Contract: the processing is necessary for a contract you have with the 
individual, or because they have asked you to take specific steps before 
entering into a contract. 
(c) Legal obligation: the processing is necessary for you to comply with the 
law (not including contractual obligations). 
(d) Vital interests: 

(e) Public task: the processing is necessary for you to perform a task in the 
public interest or for your official functions, and the task or function has a clear 
basis in law. 

(f) Legitimate interests: the processing is necessary for your legitimate 
interests or the legitimate interests of a third party, unless there is a good 

legitimate interests. (NB. Please consult with your IG Department before using this as 
your lawful basis for processing personal data. This cannot be applied by a public authority 
processing data to perform its official / core function (e.g. processing data as part of the 
provision of health or social care) however may be relevant for non-core functions such as 
HR) 

Special category data is personal data that needs more protection as it is more 
sensitive than basic personal data. The UK GDPR defines special category data 
as: 

personal data revealing racial or ethnic origin; 
personal data revealing political opinions; 
personal data revealing religious or philosophical beliefs; 
personal data revealing trade union membership; 
genetic data; 
biometric data (where used for identification purposes); 
data concerning health; 

sex life; and 
sexual orientation. 
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Article 9 lists the conditions for processing special category data: 

(a) Explicit consent 

(b) Employment, social security and social protection (if authorised by law) 
(c) Vital interests 

(d) Not-for-profit bodies 

(e) Made public by the data subject 

(f) Legal claims or judicial acts 

(g) Reasons of substantial public interest (with a basis in law) 
(h) Health or social care (with a basis in law) 

(i) Public health (with a basis in law) 

(j) Archiving, research and statistics (with a basis in law) 

- For more detail on each lawful basis for processing personal data 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the- 
general-data-protection-regulation-gdpr/lawful-basis-for-processing/ 

- For more detail on the additional conditions for processing special 
category (sensitive) personal data 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the- 
general-data-protection-regulation-gdpr/lawful-basis-for-processing/special- 
category-data/ 
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